POLICY & PROCEDURE

Practice: Organization Name Effective Date: April 14, 2005

Title: Electronic Transmission Security of Date Revised: April 14, 2005

PHI

Policy Number: 2245 Reference: 45 CFR § 164.312(e)(1) + (2)

TITLE: ELECTRONIC TRANSMISSION SECURITY OF PHI

RESPONSIBILITY: Security Official and Director of Informatio
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PROCEDURE:

The Security Official will gather all information collected for the risk assessment process relating to all areas of
electronic transmission security. This assures that the processes chosen to carry out the security of
electronic transmission are in accordance with the level of risk, priority, and importance assessed by
[ENTITY].

1. The Security Official will establish a committee_comprised of the following (as necessary and applicable),
or their designees:

a) Designated Security Official (chair)

b) Designated Privacy Official

c) Director of Information Systems

d) Director of Human Resources

e) Facilities Maintenance

f) Representatives from affected business areas
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2. The committee is responsible to choose the [ENTITY] preferred combination of process and technical
solution(s) to develop the procedures which function to reasongbly safeguard [ENTITY] protected health
information, and make up secure transmission protocol by cefisidexjng the following factors:

investigation process includes reviewing resod i dand cgnsidering associated costs of
the solution.

for data integrity and availability
d) Thoroughly considering all area

Closed Enterprise Network Contro

All communications access to [ENTITY] from an open network, such as the Internet and untrusted third party
networks, requires strong authentication.

Communication protocols that will be used when transmitting to and from the [ENTITY] include integrity and
authenticity of the information (See related technical policies).

Network Perimeter Controls

All access points to untrusted networks shall use some type of security mechanism
which could include, but not limited to: Firewalls, network address translation device, gateways, and proxies
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Network services and the general public

General public access to [ENTITY] information is only via connedi a secure manner.

Encryption Controls

evaluate thesg techpblogical advances so as to reap the benefits of more mature

solutions.]

Integrity Controls

Integrity is the process protecting data from improper alteration or destruction during transit. Digital
Signatures and Message Digest (One-way Hash) both allow for the assurance that electronic protected health
information is truly from the sending entity and has not been modified.

Digital Signatures use public/private keys that validate the authenticity of an entity. The originator of the
transmission digitally signs the data using its private key, and then the recipient of the data uses the
originators public key to ensure the original person sent the data.

One-way Hashing uses a function to create a message digest. This function can be used to ensure that the
data was not changed during transit.
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Consider related technical policies: See PERSON OR ENTITY AUTHENTICATION, EMAIL AND
PROTECTED HEALTH INFORMATION and FACSIMILE MACHINES AND PROTECTED HEALTH
INFORMATION.

3. The chair of the committee will assure that all decisions relsted tg
documented and retained in accordance with [ENTHY] reteny;
supporting “further assessment” activities in supp
[Note: The various draft versions of each polic

e solution (s) chosen are well
icyAThis includes documentation

assure the various related im
implementation process.

6. To the extent that wo ) 2 e chosen solution, the training department will
work with mg S i &8 solutief is implemented and each affected member
is trained.

REFERENCE:

See also: E-MAIL AND PROTECTED HEALTH INFORMATION
FACSIMILE MACHINES AND PROTECTED HEALTH INFORMATION
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